Instructions for Connecting to the
SouthernCT-Secure wireless network

Last modified on:  01-07-2011

These instructions only apply to University owned laptop computers which are in the SCSU
domain and running Windows XP.

You must have administrative rights on the laptop to perform these tasks.

Step 1. Open the Wireless control panel by double clicking the icon in the system tray (lower
right hand corner of the start bar, near the clock)
It may look like either of the following:
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If the page opens like the following:

59 wireless Metwork Connection ﬂ
~MetworkTasks——— | Choose a wireless network
ﬁ Refresh network list Click an item in the list below ko connect to a wireless network in range or to get more
information.

2 set up a wirsless network
for & home or small office

~Related Tasks

_jij Learn about wireless

‘Wwindows cannot configure this wireless connection
nebworking

If wou have enabled another program to manage this wireless connection,
fg Change the order of use that software,
preferred networks
IF vou want Windows to configure this wireless connection, start the Wireless Zero
“4u Change advanced Configuration (WZC) service, For information about starting the WZC service, see
settings article 871122 in the Microsoft Knowledge Base on the microsoft, com Web site.

Connect |

Please refer to Appendix A to allow Windows to configure the Wireless Network, then return to
Step 1. Otherwise continue to step 2.



Step 2 " wireless Network Connection Status jﬂ

General | Supportl

i~ Connection
If you are prompted with this bOX, Status: Cannected
. “w g . ” Metwork: SouthermnCT
click “View Wireless Networks Duration 120299
Speed: 540 Mbps
Signal Strength; I!MH

— Achivity
Sent — r: —— Received
]

Packets: 30,210 | 38,713

Dizable | Wiew Wireless Networks |
LCloze |

From the Wireless Network Connection pane:

Select SouthernCT-Secure

Click Connect

(Note: You may see more, less, or different entries listed than those shown in the screen shot
below, they are safe to ignore, simply select SouthernCT-Secure and click Connect).

) wireless Network Connection ﬂ
“HetwarkTasks ——— | Chioose a wireless network
ﬁ. Refresh network list Click an itern in the list below to connect ko a wirgless netwark in range or ko get mare
information,
2 Set up a wireless network (((e))) SouthernCT
for a home or small office ﬁ
Unsecured wireless network Dﬁﬂﬂﬂ

ResidenceHall-Wireless

rRelated Tasks ————————— {(ﬁ))

er Learn about wireless Unsecured wireless network aﬁ[l[l[l

retworking

Change the order of I

preferred nebworks 5 - wireless netwark 21

‘g Change advanced
sekkings

room202

(<ﬁ))
" Securiby-enabled wirgless network (WPAZ) Dﬂﬂ[l[l
SouthernCT-Guests

(ﬁ?)) .

Conneck ‘l




You should see the following for about 15 seconds while the initial connection is made:

671 Wireless Network Connection

Choose a wireless network

Metwork Tasks

Ty Refresh network list
infiormation.

Click an ikem in the lisk below to connect ko a wireless network. in range or to gek more

St up a wireless network SouthernCT

far a home or small office

(“’TJ)

-

Please wait while \Windows connects ba the 'SouthernCT-Secure’ network.,

Related Tasks

jr) Learn about wireles:
niebworking

Change the arder al

preferred nebwarks

. Detecting network type. .
"-‘g,s: Change advanced

sethings |

Zancel I

roomz202

(<<in)
(<<r‘ln)

. Securiby-enabled wireless network (WPAZ)

SouthernCT-Guests

anlll

Attempting ko
authenticate

anect Fram this nekw

aulll

Disconnect

Once the connection is made, a bubble should pop up on the system tray informing you that

the connection was made but you are not yet logged on to the network:

3 whireless Network Connection

]

Windows was unable to find a certificate 1o log you
on to the network SouthernCT-Secure




Step 3. SouthernCT-Secure now says “Validating Identity”, this means it is looking for the secure
certificate necessary to log you on to the network. We must now allow the computer to accept
the appropriate certificate. To do this click Change advanced settings on the left hand side of

the window.

1 wireless Network Connection

~Metwork Tasks

e, Refresh network list

<0 Set up a wirelsss nebwark
for a home or small office

~Related Tasks

JIJ Learn about wireless
networking

Change the order of
preferred networks

"4 change advanced
ﬁ sethings

Choose a wireless network

Click an item in the list below to connect bo a wireless network in range or to get more
information.

(iﬁi)
(iﬁi)
(iﬁi)

SouthernCT-Secure ¥alidating identity 'fg

i Security-enabled wireless network (WPAZ) Qﬂﬂﬂﬂ
SouthernCT-Guests

Unsecured wireless network Bﬂﬂﬂﬂ
SouthernCT

- e

Conneck |

This should open a new window:

- Wireless Network Connection Propel ﬂﬂ

General | wireless Metworks | Advanced I

Connect uging:

Ia_p Dell Wireless 1510 Wirsless-N WLAN

Thiz connection uzes the follawing items:

= e t

.@Flle and Printer Sharing for Microsoft Metworks
B 1105 Packet Scheduler

% Intemat Protocal [TCPAP)

Install... | Uninstall Propertiez
— Description
Allowes your computer ko access resources on a Microsaft
netwark,

¥ Show icon in notification area when connected
v Matify me when this connection has limited or no connectivity

(1] 8 Cancel




Step 4.
Select the Wireless Networks Tab
Select SouthernCT-Secure so that it is highlighted in Blue

If there are entries for multiple networks, use the “Move Up” button to move SouthernCT-
Secure to the top of the list.

Click Properties

4 Yireless Mety ork Connection Propertie jﬂ

General  “Wireless Mebworlos I Advanced

¥ Use Windows to configure my wireless network settings

—Available network s

To connect to, disconnect from, or find out more infarmation
about wireless netwarks in ranage, click the button below.

Wiew wirelezs Metwarks

— Prefermed netwarkz:
Automatically connect to available netwarks in the order listed
below:

fave up

SouthemCT -Secure [Sutomatic]

towe dowirn

I L

Add... Bemove | Fropertie
Learn about setting up wireless network Advanced
configuration. ~

] 4 I Cancel |




Step 5.

Select the Authentication Tab

Change EAP type to Protected EAP (PEAP)

Click Properties.

SouthernCT-Secure properties j ﬂ

Azzociation  Authentication | I:u:unnecticunl

Select thiz option o pravide authenticated netwark. aceess far
wireless Ethernet networks,

¥ | Enablz |EEE BOZ. 1% authentication far this network

» P tope:

Propertiez f-

¥ Authenticate as computer when computer information is
avallable

[T Authenticate az guest when user or computer information iz
unavailable

] I Cancel




Step 6.

In the Trusted Root Certification Authorities box, scroll down and check Both boxes for
Entrust.net Certification Authority (2048).

Do not check any other boxes or make any other changes on this screen.

Protected EAP Properties ﬂﬂ

When connecting:

— " Walidate server certificate

| Connect ko these servers;

Trusted Raoaot Cerkification Autharities:

O E-ME s51(RCA) :|
[ Entrust Rook Certification Authority

D Entrusk Root Certification Authority - G2
— Entrust.net Certification Authority: (2048}
— . Entrusk,ret Certification Authority (2043)
[ Ertrust.net Client Certification Authority

[ Ertrust.net Clienk Certification Authority g
<| | E

[~ Donat prompk user o authorize new servers or trusked
certification autharities,

Select Authentication Method:

ISecured password (EAP-MSCHAR v2) ;I Configure. .. |

¥ Enable Fast Reconnect
™ Enable Quarantine checks
[ Disconnect if server does nok present crvprobinding TLY

O I Zancel

Step 7.
Click OK to close all open windows (there should be 3 windows open, click OK on all of them.
Restart the computer.

You should now be connected to the SouthernCT-Secure network.



Appendix A.

Allowing Windows to Manage your Wireless Settings.

Depending upon which model of laptop you have and which year you received it, it may be
using either a Dell Utility to manage the Dell Wireless card, or an Intel Utility to manage an Intel
wireless card. The first step is to determine which utility is currently managing your wireless
settings.

If your system tray has either of these icons, you have the Dell utility; please follow the

instructions for the Dell Utility.

|EL@JJ.&.&5H%@;Q& 10:43 AM |El@.&.&!¥%t\§;%dﬂ 5110 AM

If your system tray has this icon, you have the Intel utility; please follow the instructions for the
Intel Utility.

|5¥E@E‘@!&% %l 9:35 aM




Dell Utility
Right Click on the bar icon and select Open Utility

Help Files
About

Hide LIkility Icon

Disable Radio

Conneck To

Right Click
On the Wireless Networks Tab, Uncheck the top two boxes which say “Let this tool manage
your wireless networks” and “Show utility icon”. Then Click OK.

Dell Wireless WLAN Card Utility ﬂ

‘wireless Networks | Link. Statusl Statisticsl Site Moritor | Diagnostics | Infomation

Show utility icon
¥ Enable radio

q iLet this tool manage your wireless netwaorks

i~ Prefened network connections

“r'our computer automatically connects ta the first network, that iz within range.

# .4 6N OO B .

Add Edit  Remove Up [rown Options
Typel Metwork Mame | S ecurity

Click Add to add a network connection to this list.

JI Cancel | Apply I Help |

Windows should now be managing your wireless settings. Please return to Step 1 to make the
connection to SouthernCT-Secure.

Note: You may have to reconnect any home wireless settings that were previously saved using
the Dell utility. Please refer to the information provided by your Internet Service Provider to re-
establish these connections.



Intel Utility

Double click on the Intel PROSet/Wireless Wifi Connection utility lcon to open the utility.

The following window should appear:

Click Advanced
Select “Use Windows to manage WiFi

Double Click

|5§2E@@5(% % @ 9:35aM

] Intel@ PROSeL/Wireless WiFi Connection ULility -|= ﬂ

File Tools Advanced Profiles Help

WiFi networks found. Select one and click
Connect.

— WiFi Metwarkz [7)

ity enabled é
R - M Bty T Y g
lll[l” 8
room202 g
I.I]I]”s Thiz netwark has security enabled é
-..|I SouthernCT Ia_. a LI

= et ) Froperte:- ] e

Tomanage profiles of previously connected 'WiFi networks, click the
Profiles buttan. P =

W'_ Hardwarecrlildloswnch: Help?

\

File Tools | Advanced Profiles Help

= i

o2y Intels 05et/Wireless WiFi Connection Utility = |EI ﬂ

Adapter Settings... Chrl+a

Advanced Statistics. .. Chrl+5 ( intel')

lect one and click

Connect.

WwWiFi Metworkg [7]

curity enabled

H[I ResidenceHall-Wireless

room202

llﬂuﬂﬁ This network, has security enabled

l SouthernCT
all

. e

Tomanage profiles of previously connected “WiFi networks, click the
Prafiles buttan. & 25,

Disahl_e Radio Hardwareor?qdlo switch Helg? -

L

-




You will be prompted with a
confirmation box. Click Yes

After about 15 seconds, a window
will appear confirming that
Windows is managing the wireless
connection.

Click Tools, Application Settings

Use Windows to Manage Wi ﬂ

@ Do you want "Windows to manage vour Wik nebwork, connections?

Mote: To switch back to the Intel® PROS et wireless WiFi Connection Utility and
your existing profiles, click the application icon on the taskbar and select "Enable
‘wiiFi Cortral."

> Bew .

[T Do nak show this mezzage again.

Intel® PROSet/Wireless WiFi Connection ULl = Ellﬂ

File Tools Advanced Profiles Help

Windows is currently managing this WiFi
adapter.

Click. Enable W/iFi Contral to allow this softmware to manage your 'WiFi
networks. Click Open Network. Properties to view the Microsoft ‘Windows

wireless software.
Enable Wik Control

Open Network Properties...

i Metworks

T

To manage profiles of previously connected WiFi networks, click the

Profiles button

Disable Radio Haldwareur?qdm swibch: Help? -

Intel® Wireless Troubleshooter, ., Chrl+iw
Manual Diagnostics Tool Chrl+D

1anaging this WiFi
adapter.

Click Enable *iFi Control to allow this software to manage your 'WiFi
networks. Click Open Metwork, Properties to view the Microzoft Windows

wireless software.
Enable WiFi Control

Open Network Properties...

wiFi Metworks

[comect ] propertis.._

Tao manage profiles of previously connected Wik networks, click the

Praofiles buttan.

IJ[E Radio Hardwareur?qdlo switch: Help? -




Uncheck the top box for “Show
icon on the taskbar”

Click OK

Click Close

Application Settings

—Adapter

Currently managing the following 'wiFi adapter:
IntellR] Centrino[R] Advanced-N B200 AGM

Advanced Setting

g1 Tazkbar
Show icon on the tazkbar
=] Motifications
Shaow Alert Natifizations
Information Naotifications
Show |nformation Motifications
O Show a list of available netwarks when not connected
Matify when another application uses the Wik adapter
& Auto Connect
® Cornect to available netwark using profiles only

<

QO Connect to any available network if no matching profils founcll AIﬂ
»

Diescription:

icon provides the status of your wireless connection,

Select to display the application icon on the Taskbar [Motification Area]. This ;I

| |

L=

L:-] Intel® PROSet;/Wireless WiFi Connection Uklity

File Tools Advanced Profiles Help

wireless software

 WwiFi Metworks

Windows is currently managing this WiFi
adapter.

Click. Enable WiFi Cantral to allow this software to manage your "WiFi
networks. Click Dpen Network, Properties to view the Microsoft \windows

Enable Wik Control

Open Network Properties...

| | — [ Reresi

To manage piofiles of previously connected "WiFi networks, click the
Profiles buttarn

e

W,— Haldwareur?qdmswwtch: Help? ﬁ

Windows should now be managing your wireless settings. Please return to Step 1 to make the

connection to SouthernCT-Secure.

Note: You may have to reconnect any home wireless settings that were previously saved using
the Intel utility. Please refer to the information provided by your Internet Service Provider to

re-establish these connections.



