Overview

The SCSU wireless network uses a security suite called Cisco NAC (Network Access Control) that is designed to protect
the University network and its users from threats. To ensure compliance for all supported operating systems and
antivirus packages with this system, Cisco adheres to rigorous development and testing procedures to certify their
product works the way it is intended. Because of this, and the fact that Snow Leopard is relatively new to consumers,
support is not finalized. This document is intended to allow those using Macintosh 0SX 10.6 (Snow Leopard) to
successfully log on to the wireless network until Cisco can thoroughly test the NAC system with Snow Leopard and
offer a Clean Access Agent with support for it.

Affected Clients

Macintosh 0SX 10.6 (Snow Leopard)

Macintosh 0SX 10.5 and older who have never logged on to the wireless network or do not currently have the Agent
installed (Begin at step 5)

Unaffected Clients
Anyone using Macintosh OSX 10.5 (Leopard) and already has the Agent installed can ignore this guide.

Step-By-Step Procedure
Follow these steps to gain access to the wireless network.
1. Ifyouare running Snow Leopard, currently have the Clean Access Agent (CAA) installed and try to log in....
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2. Youreceive an error message stating your current operating system is not supported
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3. Find the CAA icon in the top right corner of your screen, click on it and choose Quit.
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4. Open Finder, choose Applications and drag CCAAgent to the Trash to uninstall.
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5. Open your web browser (Firefox or Safari), in which at this point you will be redirected to our authentication
system

6. If using Safari, you most likely will receive a warning that “the publisher cannot be verified by a trusted
source.” Click OK
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The publisher cannot be verified by a trusted
source. Code will be treated as unsigned.
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7. If prompted, click the “Allow all applets from...” checkbox then click Allow. Safari will always display this
message regardless if you check the “Allow all applets...” checkbox.
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8. Ifyoureceive a warning that the Java Applet could not be loaded, simply refresh the page. This warning
occurs when using Safari as a result of the warning from step 6. It will occur every time using Safari..
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Cisco Clean Access Java Applet web client could NOT be launched. The reasons for
this might include:

« Java Plug-in is not installed in your browser.

« Java Applet is disabled in your browser's security settings.
And you might be able to fix this by

« Download and install Java Plug-in from here

« Enable Java Applet in your browser's security settings.

If you cannot run the Cisco Clean Access Java Applet web client, you will not be able
to access this network. Please contact the systems administrator.

9. Login to the authentication system using your Windows (Network ID) username and password

Password | |
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SCSU Network Authentication System

Any unauthorized access is prohibited and may result in prosecution.

UPDATE: On August 12th, 2009 the Office of Information Technology began wilizing the Clean Access Agent for
authentication on the wireless network for Windows and Macintosh computers. The Office of Information Technology also
began enforcing the existence of antivirus software on all Windows-based computers accessing the wireless network. Guests
to the University have no access to internal resources and therefore have Internet ONLY access and will not be required to
install antivirus software, but is recommended for their own security.

‘This network is protected by the Cisco Clean Access system. You must provide your Windows/Domain Username and
Password to access the Network.

Itis implied that all users inherently accept the network usage policy, By accepting this policy, users of the SCSU computer
network agree to follow all listed guidelines. Any violation of these guidelines may be subject to disconnection from the
network, disciplinary action, and/or legal action by the University and/or local, state, or federal agencies.

ATTENTION: If you are using an iPhone, iPod Touch, Palm, or any handheld wireless device, simply enter your Windows
(Network) username and password to log in. Our system recognizes most common handheld devices and allows you to log
in without any additional requirements.

SPECIAL NOTICE: If you are a frst time user, have not logged on in the past 90 days, o are unable to log in, please click
the username and password support link below

If you are having trouble using this system, you may visit the SCSU Help Desk or call (203) 392-5123 to obtain support.

Powered by Cisco Clean Access

[ Logon Information ]
You have been successfully logged on the network.
o http:/en-us.start3.mozilla fox 2cli &rls= illa:en-

US:official
« Time Logged on: 10/07/09 11:20:47
« User Session: unlimited

[ Logout Information ]
To log yourself off the network, please click on the logout button.
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